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Command Crib

I Result

Enable U Enter Privilege Mode

Configure Terminal P Does what it says on the label
Copy Running-config Sartup-Config P Copies ram to flash for a restart
Erase startup-config P Erases flash
Reload P Restarts router (warm)

Show interfaces U/P Lists all interfaces
Show ip route U/P Displays RIP and IGRP discovered routers
Show CDP neighbors (detail) u/P Displays discovered and associated Cisco devides no
necessarily using RIP or IGRP
Ping u/P Can send echoes to routers and hosts (can vargipsizk
and number of hits)

Telnet U/P Connects to another router
Interface ? C Selects the interface to configure
Ip address X.X.X.X S.5.8.S C Issues and interface with ip address x and subaskm®
Shutdown C Terminates the operation of an interface
No <command> C No reverses the operation of a command
Iphost Xy.y.yyzzzz C Creates a host table entry X with associated agelsap
and z etc
Router <RIP/IGRP(network number)> C Sets the routing protocol
Network X.X.X.X C Declares the adjacent networks
Clock rate 56000 C Must be applied to the DCE on a serial link
Enable secret class C Sets priv mode password
Hostname X C Sets the hostname to x
Line con 0 C Sets the console exec mode
Password x C Have a guess
Linevty04 C Sets the telnet password
Login C Enables remote access
? | U/P/C | Help!

Show interface e0/s0/s1 U/P Can show specifics for a given interface
Show ip interface e0/s0/s1 U/P Can show ip specifics for a given interface
Show sessions/users u/P Shows who is connected to your router via consple o
telnet
End/Exit | U/P/C | Terminates session or configuration
Show Version U/P Displays 10S version and memory details
Show Arp u/P Lists Ethernet mac addresses learnt from an adjoine
network
Show Clock U/P Time as always
Show flash U/P Shows non-volatile memory size
Show protocol U/P IP settings along with other protocols
Show ip protocol U/P IP and routing settings
Show history U/P Lists commands
Traceroute X.X.X.X U/P Shows hops from router to address x
Clear counters U/P Resets the interface counters for packets

Banner motd C Enables a message to be displayed at login
Description C Like a remark to be placed on an interface
Ip http server C Enables web based interface on router
Config-register C Selects the boot source

Clear ARP U/P Clears the current ARP table

Many commands can be abbreviated, be careful. U=User Mode
The commands are not in any particular order.

P=Privilege Mode
C=Configuration mode

There are more commands in the 10S, and providéukitab packs this sheet is designed as a ‘haefrence
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If you have a 2500, the interfaces read e0, sGsand
If you have a 2600 the interface identities areexr
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This can be
simulated by the no
keepalive commar

2500

= 2600
Q-J?'W.’:‘—P'“!_
H CONN CONN _
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RJ-45 to DB-9 or
RJ-45 to DB-25 adapter

Console port
{RJ-45) o

\\

Connection Description

% Mew Connection

Enter a name and choose an icon for the connection:

Mame:
Fiouter

leon:

| Part Setlings |

Connect To

i

8.

Enter details for the phons number that pou wart to diat
County/region; | e Finodom [44]
Area code: ]

Ehane number:

BX]

Bits per second: | 9600
Data bits: | 8 |_v
Barity: _r:lnne |v

Stop bits; | 1 | b

Flows contral: | Hardware W
HRestare Defaults

Ok, H Cancel ][ Apply

]
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192.168.0.1
255.255.255.0

Fatl0 1500.0.1

100.0.0.2  gEFey  255.255.255.0
255.255.255. Offasitan
S010 s0M1
Madrid DCE

100.0.0.1

] 150.0.0.2
255.255.255,0

255.255.255.0
0N

San Francisco
5001

— Seattle ¢

50/0
200.0.0.1 DCE
255.255.255.0 200.0.0.2
172.16.0.1 255 255 2550 10.0.0.1
255.255.255.0 255.255.255.0

3550 additional information

ip routing
interface range faO/1 — 24
no switchport

For fa0/0 or EO read fa0/1

For s0/0 or SO read fa0/10

For s0/1 or sl read fa0/24

Clock rate 56000 is not applicable as clocking isutomatic
Connections are made using cross over cables

A
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Router Command Purpose (student to complete
All Enable

All Configure terminal

R1 Hostname SanFrancisco
R2 Hostname Madrid

R3 Hostname Seattle

All Interface sO (or s0/0)
Only DCE! Clock rate 56000

All read plan ip address X.X.X.X S.S.S.S
All No shutdown

All Interface s1 (or s0/1)
Only DCE! Clock rate 56000

All read plan ip address X.X.X.X S.S.S.S
All No shutdown

All Interface e0(or fa0/0)

All Ip address X.X.X.X S.S8.S.S
All No keepalive

All No shutdown

All end

All Copy run start

All Show ip interface brief

All (must be adjacent router
ip address)

Ping x.x.x.x
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Router Command Purpose (student to complete

All Show run

All Configure terminal

All Enable secret class

All Line con 0

All Login

All Password cisco

All Linevty 0 4

All Login

All Password cisco

All End

All Copy run start

All (must be adjacent router | telnet x.x.x.x

ip address)

all exit
Cisco SYSTEMS .
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Session 2 \d
192.168.0.1
255.255.255.0
Fa0lo 1500.0.1
LU0 255.255.255.0
255.255.255.0
30/0 S0/1
Madrid DCE
Routing using RIP
100.0.0.1
255.255.255.,0 150.0.0.2

255.255.255.0
s0M

San Francisco
— Seattle

200.0.0.1 DCE

255.255.255.0 200.0.0.2
172.16.0.1 255 955 9550  10.0.0.1
255.255.255.0 255.255.255.0
Cisco SYSTEMS .
o Compiled by andrew.smith@barnfield.ac.uk Barnflgl!g *
NETWORKING Page 9 of 18

ARG A D B V1.2 —



| :
T228 Day 1 Practical Resource Pack O

Command sequence N
RIP

Router | Command | Purpose (student to complete)
Ensure you use configuration from previous session
All Show run Check your running configuration
All Show ip interfaces brief Check your interfaces are up
All Configure terminal
San Francisco Router rip

Version 2

Network 200.0.0.0

Network 100.0.0.0
Network 172.16.0.0
Madrid Router rip

Version 2

Network 192.168.0.0
Network 100.0.0.0
Network 150.0.0.0

Seattle Router rip
Version 2
Network 10.0.0.0
Network 200.0.0.0
Network 150.0.0.0
All Copy run start
All Show ip route
All Ping a distant Ethernet interface

San Francisco Routing Table and sample ping

€1 http:fwww. netlabs. barnfiald.ac. uk - R1 - POD 3 - andrewsmith - NETLAB Talnet Applet - Microsoft... [ [0/

SanFranciscof SEIFTENC ISCOR |

SanFrancisco#

L ot Franciano#oh dprro SanFranciscofping 10.0.0.1

Codes: ¢ - connected, § - statie, I - IG
D - EIGRP, EX - EIGRP external, ©
Nl - OSPF NSSA external type 1, W
El — OSPF external type 1, B2 — of|Sending 5, 100-byte ICMP Echos to 10.0.0.1, timecut is & seconds:
i - IS-I5, Ll - IS-IS level-1, TLa|f1 1111

Type escape sequence to abort.

U - per-user static route, o — OD

Success rate is 100 percent (5/5), round-trip mindavg/max = 36/36/36 ms
SanFranciscof

T - traffic engineered route

Gateway of last resort is not sek

100.0.0.0/8 is varishly subnetted, Z subnets, I wasks

R 100.0.0.0/8 [120/3] wia 100.0.0.Z, 00:00:15, Seriall
C 100.0.0.0/24 i= directly connected, SerialO
200.0.0.0/24 is directly connected, Seriall
172.16.0.0/24 is subnetted, 1 subnets

172.16.0.0 is directly connected, EthernetO
10.0.0.0/% [120/1] wi=s 200.0.0.2, 00:00:16, Seriall
102.168.0.0/24 [120/1] wi=a 100.0.0.2, 00:00:15, Serial0
150.0.0.0/16 [120/1] wia 100.0.0.2, 00:00:15, Seriald

[120/1] wia 200.0.0.2, 00:00:16, Seriall
sanFranciscof]]
4 | of

| Discannect | Cortrol | Pause | Histary | vho | Status | Breck | Tide | color | Fort | Heln |

5]

om0

IIIEJE NETLAB | [anarewsntn [pona F[mﬁmm
Clsco SVSTE Ms xii]'_}\pplét telnstapplat started @ ttermet
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Madrid Routing Table \d

&7 hittp:# o, netlabs. barnfield.ac. uk - R2 - POD 3 - andrewsmith - NETLAB Telnet Applet - Mi... |~ |(0Ed
mady 1cl# =]
madr idg
madridfsh ip ro
Codes: ¢ - connected, § - static, I - IGRE, R - RIP, M - mobile, E — EGP
D - EIGRP, EX — EIGRP external, O — OSPF, IA — OSPF inter area
1 - OSPF NSSA external type 1, WZ — OSPF NSS3 external type 2
E1l - OSPF external type 1, E2 — OSPF external type 2, E — EGP
i - IS-I5, L1 - IS-I3 level-1, L2 - IS-IS level-Z, * - candidate default
U - per-user static route, o - ODR

T - traffic engineered route
Gateway of last resort is not set

100.0.0.0/8 is warishly subnetted, Z subnets, I masks
R 100.0.0.048 [120/2] wi=a 150.0.0.2, 00:02:34, Seriall
c 100.0.0.0/24 iz directly connected, Seriall
R 200.0.0.0/24 [120/1] wia 100.0.0.1, 00:00:22, Seriald
[120/1] wia 150.0.0.2, 00:00:12, Seriall
R 172.16.0.0/16 [120/1] wvia 100.0.0.1, 00:00:22, Serial
R 10.0.0.0/8 [120/1] wia 150.0.0.2, 00:00:13, Seriall
c 192.168.0.0/24 is directly connected, Ethernet0
150.0.0.0/16 is varishly subnetted, 2 subnets, Z masks
R 150.0.0.0/16 [120/3] wia 150.0.0.2, 00:00:13, Seriall
c 150.0.0.0/24 is directly connected, Seriall
E | H

Disconnect | Control | Pause | History | 1o | Status | Breat | Tide | color | Font | Help

FEE nerias | omasrena o s [ B

Hg‘l Loading Java Applet ... B Internet

Seattle Routing Table

&1 http: #Aswarwy netlabs. barnfield.ac. uk - R3 - POD 3 - andrewsmith - NETLAB Telnet Applet .. (= |01/
=

seattled
seattlefish ip ro
Codes: ¢ - connected, 5 - static, I - IGRE, R — RIP, M - mohile, B - RGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSS4 external type 1, N2 - OSPF NS3A external type 2
El - OSPF external type 1, EZ — OSPF external type 2, E - EGP
i - I15-I5, T1 - IS-IS level-1, LZ - IS-I5 level-2, * - candidate default
U - per-user stabtic route, o - ODR

T - traffic engineersd route
Gateway of last resort is not set

R 100.0.0.0/8 [120/1] wvia 200.0.0.1, 00:00:17, Serial0
[12041] wia 150.0.0.1, 00:00:05, Seriall

c 200.0.0.0/24 i=s directly connected, Seriald

R 172.16.0.0/16 [120/1] wia 200.0.0.1, 00:00:17, Seriald
10.0.0.0/24 is subnetted, 1 subnets

4 10.0.0.0 is directly connected, Ethernet0

R 192.168.0.0/24 [120/1] wia 150.0.0.1, 00:00:05, Seriall
150.0.0.04/24 is subnetted, 1 subnets

c 150.0.0.0 is directly connected, Seriall

seattle#l -

. '
Discornect | Control | Pause | History [ vho | Status [ Break | Tiiss [ calor | Fort | Help ﬂ
mmla NETLAB J Jandrewsmnh JPODG ,E-

”@ Applet telnetApplet started ® Internet
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If time allows or on netlab @ home
IGRP

Router Command Purpose (student to complete
All Configure terminal
All No router rip Removes routing protocol
All Show ip route Should show only directly connead networks
San Francisco Router igrp 123
Network 200.0.0.0

Network 100.0.0.0
Network 172.16.0.0
Madrid Router igrp 123

Network 192.168.0.0
Network 100.0.0.0
Network 150.0.0.0
Seattle Router igrp 123

Network 10.0.0.0

Network 200.0.0.0
Network 150.0.0.0
All Copy run start
All Show ip route
All Ping a distant Ethernet interface

i i & http: ffwww. netlabs. barnfield.ac. uk - R1 - POD 3 - andrewsmith - NETLAB Telne... [~ ||0/E4
Why are the metrics different? E— ]
SanFrenciscofsh ip ro

codes: C - connected, § - static, I - IGRP, R - RIP, M - mobile, E — EGP

What WOU|d happen If one router was on D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

Nl - O3PF N33A external type 1, N2 - OSPF NS33 external type 2

|GRP 1234? El - O3EF external type 1, EZ - OSFF external type 2, E - EGP

i - I%-I%, L1 - IS-IS lewvel-1, LI - IS-IS level-Z, * - candidate d
U - per-user static route, o - ODR
T - traffic engineered route

Gateway of last resort is not set

100.0.0.0/Z4 i=s subnetted, 1 subnets

< 100.0.0.0 is directly connected, Serial0
C 200.0.0.0/24 is directly connected, Seriall
172.16.0.0/24 is subnetted, 1 subnets
c 17%.16.0.0 is directly connected, Ethernet0
1 10.0.0.0/8 [100/8576] via 200.0.0.2, 00:00:17, Seriall
1 193.168.0.0/24 [100/8576] via 100.0.0.Z, 00:00:17, Seriald
1 150.0.0.0/16 [100/10476] wvia 200.0.0.2, 00:00:17, Seriall
[100/10476] wia 100.0.0.2, 00:00:17, Serial0
SanFanclscE#l -
< \ ,
Disconnect | Cortrol | Pause | History [ vaho | Status | Break | Tide | Color [ Fort [ Her |
mEE NETLAB | |andrewsmitn [PoD3 [Ri | somnested
Cisco SYSTEMS &) Applet telnetApplet started B Interner
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Session 3 \\g—/
Extended ACL

Reuse Full RIP or IGRP configuration

192.168.0.1
255.255.255.0

Fatl0 1500.0.1

100.0.0.2 i
: 255.255.255.0
255.255.255.0 e
$0/0 R2 5011
DCE

100.0.0.1

255.255.255,8 150.0.0.2
50/0

255.255.255.0
0/
San Francisco
5001

- Seattle ¢
$0/0

N Fa0i0

200.0.0.1 DCE
255.255.255.0 200.0.0.2
172.16.0.1 255.255.255.0 10.0.0.1
255.255.255.0 255.255.255.0

Command crib continued

Command | Mode | Result |

Access-list 101 deny TCP/UDP/ICMP X.X.X.X W.W.W.W Y.Y.Y.y W.W.W.W eg port (or echo) Blocks specific class of traffic

o0 O

Access-list 101 permit IP any any
Ip access-group 101 in/out

Allows any other traffic
Applies access list to in/out bound
traffic

The rules will be

Stop the LAN on Madrid from reaching(pinging) th&NL on San Francisco
Stop the LAN on San Francisco from reaching(pingthge LAN on Seattle
Stop the LAN on Seattle from reaching(pinging) it#eN on Madrid

allow all other traffic

PopbpE

C1sco SYSTEMS
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Command Sequence Extended ACLs

N 4

Router Command Purpose (student to
complete
All Configure terminal
San Francisco Access-list 101 deny icmp 192.168.0.0 0.0.0.255.182.0 0.0.0.255 echo
Seattle Access-list 101 deny icmp 172.16.0.0 0.0.0.255 1@®0.0.0.255 echo
Madrid Access-list 101 deny icmp 10.0.0.0 0.0.0.255 198.08 0.0.0.255 echo
All Access-list 101 permit ip any any
All Interface sO (or s0/0)
Ip access-group 101 in
Interface s1 (or s0/1)
Ip access-group 101 in
All Complete an extended ping from your router to he
banned LAN
See Madrid to San Francisco example below
S iemene il |

| &) http:fAwww. netlabs. barnfield.ac.uk - R2 - POD 3 -—

in the
LAN

working

The U’'s mean . 2000
unreachable which size [100]:
is proof the ACL is ' = sesmis [2]):

Destination LAN (you may have to put

o

San Francisco, Seattle or Madr

Target IP address: 17Z.16.0.0

Number of packets to send

Source adiress or interface: 192.168.0.1 This Y is very important

Record, Timestamp, Verbose[none]:

sizes [n]:

7.U.U. 0.0, 0. U.U. 0.0, 0. U0 UL 0T U, T, us i
RN RN RN NN

Source Network, you have
to enter the address on you
LAN

To also prove the ACL is working whilst the pinga&ing place
go to interface sO (s0/0) on the destination roatel enter ‘no ip
access-group 101 in’ the I's mean you have traffic

iide | Color | Fort | Help

andresesmith ‘PODS IRE ‘connected I
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Additional Notes

Why did you apply the ACL to two in bound interfa@e
Why must you test with an extended ping?

C1sco SYSTEMS

Compiled by andrew.smith@barnfield.ac.uk Barnf Ield

® COLLEGE 3K

NETWORKING Page 17 of 18
ACADEMY V1.2 ——



C1sco SYSTEMS

Additional Notes

®
NETWORKING
ACADEMY

T228 Day 1 Practical Resource Pack

Compiled by andrew.smith@barnfield.ac.uk
Page 18 of 18
V1.2

Barnfield

COLLEGE 3k

—



